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-- Off  Keep the default, Off, if you do not want to use 
band steering. 

-- Prefer 5G  Select this option to steer clients to the 
5 GHz band at a lower channel utilization threshold 
than the Balanced option. The threshold is not a 
single value; instead it is a function of two values: 
the 2.4 GHz channel utilization and 5 GHz channel 
utilization.

-- Balanced  (Not available for the UAP-PRO.) Select this 
option to steer clients to the 5 GHz band channel at a 
higher channel utilization threshold than the Steer to 
5G option.

•	 Airtime Fairness  (This setting is available only for 
the UAP‑AC‑LITE, UAP‑AC‑LR, UAP‑AC‑PRO, and 
UAP‑AC‑EDU.) This helps multiple users to share the 
bandwidth of a single AP. Tap to enable this option.

•	 Forget  Tap Forget to remove the AP from management 
by the UniFi Controller software and reset it to factory 
default settings.

Note: Use caution when tapping Forget. This will 
restore the AP to factory default settings when it is 
in a Connected state. Do not use the Forget option 
when the AP is in an Isolated or Disconnected state. If 
you do, the only way to make the AP accessible from 
the UniFi Controller is to take it down and connect 
by wire.

Clients
The Clients screen displays a list of network clients. Details 
include the hostname, SSID (wireless network name), 
Activity level, and connection duration. Tap a client for 
details.

You can filter by connection type: 

All  Displays all connection types.

Wireless  Displays wireless clients only.

Wired  Displays wired clients only.

Overview
•	 IP Address  Displays the IP address of the client.

•	 MAC Address  Displays the MAC address or unique 
hardware identifier of the client.

•	 Connection  Displays the hostname, alias, or MAC 
address of the UniFi device the client is connected to.

•	 Uptime  Displays the duration of time the client has 
been connected without interruption.
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•	 Statistics  Displays additional client information:

-- ESSID  (Available for wireless clients.) Displays the 
name of the wireless network.

-- Connection  Displays the hostname, alias, or MAC 
address of the UniFi device the client is connected to.

-- Channel  (Available for wireless clients.) Displays the 
channel being used.

-- Signal  (Available for wireless clients.) Displays the 
percentage of signal strength between the AP and 
client.

-- TX Rate  Displays the transmit rate.

-- RX Rate  Displays the receive rate.

-- Activity  Displays the level of activity in Bytes per 
second.

-- Packets Down  Displays the amount of data 
downloaded as packets.

-- Packets Up  Displays the amount of data uploaded as 
packets.

-- Bytes Down  Displays the amount of data 
downloaded as bytes.

-- Bytes Up  Displays the amount of data uploaded as 
bytes.

•	 History  Displays the historical usage of a client.

-- (date/time)  Displays the date and time of the 
connection.

-- (duration)  Displays the duration of the connection.

-- (down/up)  Displays the total amount of data 
downloaded and uploaded by the client.

Actions
You can block or unblock a client device.

•	 Block  Tap to block this client from accessing the 
network. 

•	 Unblock  Tap to reconnect a blocked client.

Note: Use caution if you block a client and then exit 
the Client screen. The blocked client will disappear 
from the client list and then you cannot unblock the 
client from the UniFi mobile app. Instead, you must 
access the browser-based UniFi Controller and then 
unblock the client on the Insights screen.
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Settings
The current site is displayed on this screen.

Site  To change a site, tap the current site and then select 
a different site.

Log Out  To exit the UniFi app or change its mode, tap 
Log out.
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Appendix D: UniFi EDU 
Mobile App

Overview
You can use the UAP-AC-EDU to broadcast 
announcements with clarity from your mobile device. 

Use the UniFi EDU app to broadcast announcements from 
the UAP-AC-EDU.

Requirements
•	 UniFi Controller software v4.9.5 or higher

•	 UAP-AC-EDU firmware v3.4.18 or higher

•	 A compatible Android or iOS device located on the same 
Layer-2 network as the UniFi Controller and UniFi APs

The following instructions describe the iOS version of the 
app; however, the Android version is similar.

1.	 Download the UniFi EDU app from the App Store (iOS) 
or Google Play (Android).

2.	 Launch the app.

3.	 Enter the following information:

•	 (IP address)  Enter the IP address of the UniFi 
Controller.

•	 (port)  Enter the appropriate port number, which is 
typically 8443.

Note: If you do not know the IP address, you can 
click Find to detect a UniFi Controller and then 
select it.

•	 (username)  Enter your username for the UniFi 
Controller.

•	 (password)  Enter your password for the UniFi 
Controller.

•	 Remember username and password  Tap this 
option if you want the app to remember your 
username and password.

Tap Connect.

The UniFi EDU app includes five tabs:

•	 Broadcast (see below)

•	 “Schedule” on page 137

•	 “Recordings” on page 150

•	 “Volume” on page 151

•	 “Settings” on page 151

Broadcast
You can organize the UniFi AC EDU APs into multiple 
broadcast groups.

To create a broadcast group, follow these instructions:

1.	 Click .

2.	 Enter a descriptive name in the Group Name field.

3.	 Tap the appropriate UniFi AC EDU APs.

4.	 Tap Save to apply your changes, or tap Cancel to 
discard your changes.
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To begin a broadcast, follow these instructions:

1.	 Tap the broadcast group you want to use.

2.	 Tap Start Broadcast to start the announcement.

3.	 Tap Stop Broadcasting to end the announcement.

The speakers will automatically be muted when you stop 
broadcasting.

To edit a broadcast group, follow these instructions:

1.	 Tap Edit.

2.	 To change the name or members of the group, tap the 
broadcast group.

3.	 Make your changes.

4.	 Tap Save to apply your changes, or tap Cancel to 
discard your changes.
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To delete a broadcast group, follow these instructions:

1.	 Tap Edit.

2.	 To remove a broadcast group, tap .

3.	 Tap Done.

Schedule
You can schedule an announcement.

To schedule an announcement, follow these instructions:

1.	 Tap .

2.	 Configure the following:

•	 (Date and time)  Select the appropriate date and 
time.

•	 Repeat  Select this option to specify how often the 
announcement should recur. Then select Never, 
Every Day, Every Weekday, or Custom.

If you selected Custom, select the Frequency, Weekly 
or Monthly, and then select the appropriate 
weekday or date.

•	 Recording/Sample  Select the appropriate recording 
or sample.

•	 Broadcast Group  Select the appropriate group.

3.	 Tap Save to apply your changes, or tap Cancel to 
discard your changes.



150

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Appendix D: UniFi EDU Mobile App

To delete an announcement, follow these instructions:

1.	 Click Edit.

2.	 To remove an announcement, tap .

3.	 Tap Done.

Recordings
You can create a recording.

To create a recording, follow these instructions:

1.	 Tap .

2.	 Tap  to start recording. Tap  to stop recording. Tap 
 to play back the recording.

3.	 Tap Save to apply your changes, or tap Cancel to 
discard your changes.
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To delete a recording, follow these instructions:

1.	 Click Edit.

2.	 To remove a recording, tap .

3.	 Tap Done.

Volume
You can select a test sound or adjust the volume of any 
speaker.

Test Sound  Tap Test Sound to select a specific sound for 
testing. Then tap any sound to select it.

(slider)  Use the slider control to adjust the volume for 
each speaker.

Test  To test the sound of any speaker, tap Test.

Settings
The current site is displayed on this screen.

Site  To change a site, tap the current site and then select 
a different site.
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Log Out  To exit the UniFi app or change its mode, tap 
Log out.
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Appendix E: Controller 
Scenarios

Overview
The UniFi Controller is a software program that sets up, 
manages, and monitors UniFi devices, which do not have 
individual configuration interfaces (except for the UniFi 
Cloud Key); instead, you use the UniFi Controller as a 
network management system to configure settings.

For very small installation that don’t require a guest 
portal or advanced features, you can set up UniFi APs in 
stand‑alone mode. Refer to “UniFi Mobile App” on page 
133 for details. 

Hosting Controller Software
The UniFi Controller can be hosted on any of the following:

•	 a local UniFi Cloud Key (a low-power dedicated network  
device)

•	 a local server running Linux, Mac OS X 10.11 (or above), 
or Microsoft Windows 7/8/10

•	 a remote server running Linux, Mac OS X 10.11 (or above), 
or Microsoft Windows 7/8/10

Note: The remote controller option requires Layer-3 
adoption and management.

Only one instance of the UniFi Controller is required. For 
example, use either the UniFi Cloud Key or a local server, 
not both.

A UniFi Cloud Key can be used as a remote controller. For 
example, if you have a campus-wide UniFi network and 
each building has its own router, then Layer-3 adoption is 
required.

Deployment Options
There are different scenarios for the deployment of the 
UniFi Controller. This chapter describes three examples of 
typical deployments:

•	 Local (see below)

•	 “Layer-3 Deployment” on page 154

•	 “Hybrid Deployment” on page 155

Local Deployment
The application diagram below shows an example of a 
deployment using local controllers. Each site has a local 
instance of the UniFi Controller:

•	 High rise  The UniFi Controller is running on a 
computer.

•	 Hotel  The UniFi Controller is running on a UniFi 
Cloud Key.

•	 Restaurant  The UniFi Controller is running on a UniFi 
Cloud Key.

Remote Access
Cloud access is enabled on the UniFi Controllers, so you 
can use unifi.ubnt.com to remotely monitor and access 
multiple controllers. Each controller, in turn, can manage 
multiple sites.

uni�.ubnt.com
Local Deployment

(150) UAP-AC-PRO 

(1) USG-PRO-4 

(10) US-48-500W 

(10) UAP-AC-PRO 

(10) UAP-AC-LITE 

(2) UAP-AC-LR 

(1) UAP-Outdoor+ 

(1) UAP-Outdoor5 

(2) UAP-AC-LR 

(1) US-8-150W 

(1) USG 

High Rise

Local Controller

Hotel

Restaurant

UniFi Cloud 
Key Controller

UniFi Cloud 
Key Controller

http://unifi.ubnt.com
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Layer-3 Deployment
The application diagram below shows an example of a 
deployment using a remote controller. 

The UniFi Controller is running in the cloud or your NOC 
(Network Operating Center).

•	 High rise  The UniFi Controller is off-site. Use Layer-3 
adoption to manage this site.

•	 Hotel  The UniFi Controller is off-site. Use Layer-3 
adoption to manage this site.

•	 Restaurant  The UniFi Controller is off-site. Use Layer-3 
adoption to manage this site.

There are multiple methods to carry out Layer-3 adoption.

Central Controller

Layer-3 Deployment

Hotel

High Rise

L3 L3 L3

L3 Adoption
with App*

Restaurant

(2) UAP-AC-LR 

(1) US-8-150W 

(1) USG (10) UAP-AC-PRO 

(10) UAP-AC-LITE 

(2) UAP-AC-LR 

(1) UAP-Outdoor+ 

(1) UAP-Outdoor5 

(150) UAP-AC-PRO 

(1) USG-PRO-4 

(10) US-48-500W 

UniFi EasySetup

UniFi AP-AC Lite

UniFi AP-AC Lite

Co�ee Shop

44:d9:e7:fc:ec:4a

10.21.10.192

10.21.10.31

*	 Refer to “Layer-3 Adoption” on page 156 for other methods that can be used.

 Here is an overview of a typical example: 

1.	 Create a remote controller.

2.	 At the customer site, open a browser to the remote 
controller.

3.	 Use one of the following methods to configure all local 
APs so they inform back to the UniFi Controller:

•	 “UniFi Mobile App” on page 133

•	 “DNS” on page 157

•	 “DHCP Option 43” on page 157

•	 “SSH” on page 158

For details about Layer-3 adoption, go to “Layer-3 
Adoption” on page 156.
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Ubiquiti Networks Support
Ubiquiti Support Engineers are located around the world 
and are dedicated to helping customers resolve software, 
hardware compatibility, or field issues as quickly as 
possible. We strive to respond to support inquiries within 
a 24-hour period.

Ubiquiti Networks, Inc. 
685 Third Avenue, 27th Floor 
New York, New York 10017 
www.ubnt.com

Online Resources
Support: ubnt.link/UniFi-Support

Community: community.ubnt.com/unifi

Downloads: downloads.ubnt.com/unifi

NBJLAI022817


